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21 Jammry 1959

NEMORANIAM YOR: Director of Cestyal Intelligence

SUBJECT t Proposed USIB Security Cesmitiee

1. This memorsndus contains & S\ ted course of action with
respect to tabling & yroposed DCID at a future UGIP mesting. Mhis
suggestion is contained io paragraph 2.

2. A sucosssion of recent disedosures jJeopardizing sources
and methods clearly indicetes & need for & security committee
such ag Edwards recommends im his memorsndum sttached hereto.
8ince there is no such committes in existence to propose such
Terns of Reference, I suggest that the best procesdure would de
for you to table the propossd PCID at an esrly USID meeting with
an oral statemsnt

(a) poiuting out the lack of such & committee

at the present time and exphasigiag the important
assistance such a committee might render;

(b) sugmesting that the Board sexbers and their
staffs study the &raft proposal;

{c) iuvite suggestions and indicate the svaillsbility
of Bhef Edwards and his staff and other CIA offices for
consultation; and

(2) considerstion for approvel st a meeting sdout
tvo weeks hence. ’

LN

L. K. TRUSCOTE, JR.
General, UBA (Ret.)
Deputy Dirvector (Coordination)

cc! Deputy Director of Central Inted)tgence
Attachment -
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MEL LuANDUM FORs Director of Cemtral Intelligence G

| pLeyridl

SUBJECT t Proposed DCIL to =stablish & T
USIB Security Committee

le This memorandam comgains a recommendation submitted for
141 approval, Such recornmendation is contained in paragraph {11},

2. The publication of the 15 Septermber 1958 revision of NSCIL
o, | (New leries) places certain vesponsibilities in the security
field upom the DCI and the USIB, Since there isneither a committee
within U:1B nor & regularly constituted inter- Agencymedium through
which actions might be initiated, #t appears necessarytbata mechanism
be established for this purpose,

3 1n view of the increased emphasis upon the protection of in-
telligence and intelligence sources and methods from unauthorized dis~
closure, it must be assumed that both the DCI and the USIB will review
present directives anid may initiate action for the further development
of policies, procedures, and practices to provide the necessary safe-
guards for the protection of community intelligence,

4. The security responsibilities under NSCID No, 1 are as followa:

FOx THE USIB

a. In Section 2 paragraph a (5) the USIB shall
‘Levelop and reviev: security standards and
practices as they relate to the protection of
intelligence and of intelligence sources and
methods from unsuthorised disclosure,

FOo THE MEMBL A DEPARITMENTS
ARD & GUNCIES

In Sectiom (5}, Fach department and agency,
however, shall remain responsible for the
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protection of intelligemes and of intelligence
seurces and metheds within s own organi.
sation, Exch shall alzo estadiish appropriate
istornal pelicies and procoduves to prevent
the uaanthorized disclosure from within that
agency of intelligence information or activity',

FOR THE PIRECTOR OF CENTRAL
INFELLIGENCE

In Section (5) ‘The Divector of Central
Intelligence, with the ssaistance and suppert
of the members of the U, $, lntelligence Boerd,
shall ensure the development of pelicies and
procedures for the protectign of intelligence
and of intelligence sources and methods from
unauthorised diselosure ',

In addition to the abuve the Director has been
given a special responsibiity ae follows: "The
Directar of Central shall call upon
the departmaents and gise, a4 appropriate,
ummmmwnw
any usauthorized disclosure of intelligence or of
intelligence sources or metheds,

5. MW:%W;MMW&M
pumﬁ.uammwm&mmmmws 4
and agencies, In this regard Lxecutive Opder 10801, effective December 5,
1953, sots the minimum standards for the safegoarding of classified
dafense inforration and thue provides uniformity in the basic procedures
mh%mmw:ﬂmp Most departments
and sgencies in the totelligence cemmunity have supplemented Txecutive
Crder 10501 with additional internal control procedures, particularly
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where intslligence and special source material is involved, These
supplemental controls have usually beem instituted on the basis of
security requiremnents peculiar te the departinest or agency cone
cerned and aot necessarily on the basis of a security problem
common to the intelligence community,

sources and methods from un~

of uniformity where appropriate

heve a commiitee for security
natt The USCIB did have a special committee on
cmhrmmmmumemmmmw
operative for the pe et two years, Thete was alse an established USCIB
Security Committee (USCIB SECCOM) largely concerned with procedural
Mm. however, this committee, siace the formation of USIB, has
mmehmmmmmuma
kammlmyhnm KSCID Neo, 6 provides in con-
Mmmmmcmu I that the USID shall study standards
:Mcuc&?:bnmlﬂum.&m Comint;
EL:NM”T degrees and typs of security pretection to be given

Smmym«rnummmmcmmwcmmch
.mwhdﬁumncmm. 1171, Centrol of Initial Informa-
MWF&@MW.DWM 11/2 Control of
D{}cmm UndW&MWMm, and
gs,c:m Ne. 5 Standards and Practices for Clearance of Personnel for

mzﬁ“.

The continuous review of security directives and concern with over-
;il mmm.-&mmmwmn necessarily
provided for by the USIB to carry eut its responsibilities,

7. Iuthpﬂtwuﬂms&cnhuhanﬂmmm
disclosures of intelligence and iagelligence sources snd methods, The
investigations of these unsuthorised disclosures have been carried out
snder difficult circumstances by the informal cooperative efforts of the
mm:nmmumﬁe‘mwmﬂ&m

5
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aormal security channels. The informality of this system has retarded
the investigative function in that there was no estadlished central coordi-
nating point to channel the investigative activitiea and exchange timely
investigative leads and faforrratien, The results of these investigations
revealed several viclations of existing security regulations but more
fmpertantly, revealed cortain wealtmesses in the security systems of
the intelligence commmunity in the dlssemination and the handling of in-
telligence information, Certain corrective recommendations resulted
frem these investigations bt there was no single committee or mechauism
Wwﬂ&mum“mm«mscmuummmeww
all comrmnity basis,

8. I iz felt that there are merve unauthorised disclesures of infor.
mation than s apparent to the intelligence community and some of these
are accordingly never reported and investigated, The imtricacies of the
iatelligence community structure with its specialized committees and
special channels of information have aggravated this problem, The
discavery of a possible unauthorised disclosure is frequently discerned
by those intelligence officers dealing with substantive intelligence in-

- formation who recognize their information in unsuthorized bands, Cften
these syepicions are not immediately forwarded to the professionsl
security officers whe et take fovestigative action, The wide spread
and timely exchange of informatien in the intelligence community makes
it impossible t0 readily identify, in situstions iavolving an unsuthorised
dieclosure, these departments and agemcies invelved, as all have been
recipients of the identical plece of intelligence information, In the
absence of a system for the reporting of suspected violations en a com-
munity basis, much valuable time is loat from the investigative stand-
potnt in detarmining the principal ageneies involved and organizing the
informal laiscn coatacts in ordew to pursue a mutual investigative
effort. Lacking & clearly defined procedure on 8 conwrumity level,
there is certain resultant confusion and duplication of effort, I
circumetances where the violation is suspected dut not evident and
no department appears to have primary responsibility or imterest,
there ie a satural hesitation in the isselligence comumunity to suggest
through liaisem channels that the violation may have occurred in ancther
department, Accordingly, inaction is lkely to be the final result,
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9. In view of the sapid developments in the imemgm) e com
and frequent adjustments in the organinstional nmmntom:::n
changes, the security practices aad proesdures to be effective must
be kept under canstant review, ' eaknesses that are permitted to
dovelop in the security system will sooner oz later lead to une.
authorised disclosures and the gesuitant investigations will generally
reveal these weaknesses, Iailure te eliminate the weaknesses oo a
Carnmunity level will merely compeund the security
The individual security efficers of the member
canndt solve these problems by unilateral
committee mechanism wheredy the security officers can focalise their
# problems and mere effectively develop and coerdinate corrective

1. It is, therefore, propesed that a USIB committee omposed
of the reepansible security efficers of the member dmrtm:mn and
Mahck&h&dﬁoaﬁm&emﬂynm&d&iﬁuu%
Habhed for USIB under NSCID Ne, 1 and to serve as a support mechanism
to the Direcior of Central Intelligence in the exercise
sponsibilities set forth in Section 5 of NSCID No, 1,

11, nuncmcummm. preoposed sub-
mitted te the USIB for approval, Pem be
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The recommendstion contained in p.ragnph il is approved,

~Director
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PDIRZCTOR OF CANTRAL INTELILIGENCE DIRECTIVE NG,

Security ;;f:rnmittea

<ursaant to Section 2, sub-paragraph a { 5) and Section 5, N5CID
No, 1| {New Series) revised 15 Septenber 1958 and for the purpose of
preveating unauthorized disclusure of intelligence and of intelligence
sources and methods, a staanding committee of the USIB is hereby
egtablished,

1. Lomposition and Organization

The committes shall be kaown as the USIB Security Committes and
shall iaclude representatives of the U3IB ageacies. It I expected that
the responsible secarity officers of the membaer departments and ageacies
of USIB will sexrve as the represeatatives on the committee. Cther
ageacies of the goverament may be invited by the committee to participate
as appropriate, The CIA member will chatr the committes.

s Mission

The mission of the committee shall be to promots means by which
the iatelligence commuaity may prevent the unauthorized disclosure of
iatelligence aad of intelligence sources aad methods.

3., Functions

2) To develop and review security atandards, practices and
proceduras as they relate te the protection of iatelligence and of
iatelligence sources and methods from unauthorized disclosure,
and to make recommendations thereon to the Board. The Committee
shall coordinate closely with other Committees of the Board with
related security responaibilities.

b) To assist, 23 requested, the Divector of Central Intelligence
ia the exercise of his responsibilities pursuaat to Section 5, N3CIL
No. ke

¢} To recommend security policy to the USIB as it pertaias
to the latelligeace community. 3Sach policy recommendations
shall be consonant, however, with the responsibility of each
department and ageacy for the protection of intelligence aad of
intelligeace sources and methods withia its own organization and
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the sstablishoient of appropriate imdernal policies and procedures
to prevent the unauthorized disclosure from within that depart-
ment and agency of intelligeace inforruatioa or activity.

d) The Commitiee shaill make such other reports and
recommendations to the Beard as mway be appropriate or requested.




